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I am pleased to present the December issue 
of the MB Newsletter.  

In this issue you will find the latest news from ENISA, 
the list of ENISA deliverables published in 2015, and 
the calls for tender to start implementation of the next 
year’s work programme. In 2016 ENISA will continue 
to publish quarterly newsletters. Meanwhile, the 
ENISA staff wish all of you and your families a safe 
and very happy holiday season!

With best wishes, 
Udo Helmbrecht,  
Executive Director, ENISA

PO Box 1309 71001 Heraklion Greece  T+30 2814 409710 E info@enisa.europa.eu  	 enisa.europa.eu      

Welcome! 

On 14 October in London ENISA 
and the European Banking Authority 
(EBA) hosted a workshop on the use 
of cloud computing in the finance 
sector. The workshop aimed at 
providing valuable insights on the 
current status and potential ways 
to address supervisory or bank 
concerns and risks when using cloud 
in the finance sector. ENISA’s experts 
gave an overview of the findings 
identified in its report on ‘Secure 
use of cloud in the finance sector’ 
and held an open discussion on the 
identified topics. 

ENISA’s Executive Director, Udo 
Helmbrecht, was participating at the 
19th Security Conference on 
Telecommunications and IT Security 
on the 14-15 October 2015, 
at the Copernicus Science Centre, 
Warsaw, Poland.  
 
 
 
 
 
 

The planning of 
the ‘Cyber Europe 
2016’ programme 
of exercises was 
officially launched in 
the Initial Planning 
Conference held on 
the 26-27 October 2015 in Athens. 
The planning of the conference 
hosted experts from 26 participating 
countries. Call for participation 
in the exercise will be launched 
early in 2016. 
For more information contact the 
ENISA Cyber Crisis Cooperation 
(C3) team: c3@enisa.europa.eu 
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DATES FOR 
YOUR DIARY
STATUTORY MEETINGS 
SCHEDULED FOR 20161

The dates and locations 
of scheduled meetings 
are listed below:

3 February  
Brussels, Belgium 
Executive Board meeting

5 April (TBC) 
Athens, Greece	  
PSG meeting 

9 June (TBC) 
TBC 
MB Extraordinary meeting

3-4 October 
Athens, Greece	  
MB Ordinary meeting

The latest news 
from ENISA...

1This list in tentative and changes may occur
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On 5 November 
2015 ENISA 
and the Austrian 
Federal Chancellery 
organised the cyber 
security education 
seminar.

In the context of 
Cyber Security 
Month campaign, 
ENISA and NIS 
Platform WG3 partners launched a 
database with a list of available courses 
and certification programmes linked to 
Network and Information Security.

This database is available here: 
https://cybersecuritymonth.eu/
references/universities 

On 9 November ENISA held its annual 
High-Level Event. Commissioner for 
Digital Economy and Society, Günther 
H. Oettinger, gave the key note. Other 
key participating figures included among 
others, Francois Thill (Representative 
of Luxemburgish Presidency), Krum 
Garkov (Executive Director, eu-LISA), 
and Guillaume Poupard (Director 
General, ANSSI), Jorgen Samuelsson 
(ENISA Management 
Board Chairperson).

On the occasion of the advisory meeting 
of ‘Deutschland sicher im Netz e.V.’ 
(DSiN, Udo Helmbrecht, Executive 
Director of ENISA and member of DSiN’s 
advisory board, welcomes Dr Thomas 
Kremer (Deutsche Telekom) as the new 
chairman of DsiN. 

On 8 December negotiators of the 
European Parliament, the Council and 
the Commission have agreed on the first 
EU-wide legislation on cybersecurity. 
The draft directive foresees significant 
new tasks for ENISA, strengthening 
its role in the area of Network and 
information security.

ENISA participated at Bitkom Hub 
conference 2015. On 10 December 
ENISA Lounge served as a spot for 
discussion and exchange of views 
between high-ranking conference guests 
from politics, administration, business 
and media. 

ENISA Head of Core Operation 
Department (COD) Steve Purser and 
ENISA COD experts presenting ENISA 
activities in the area of network and 
information security at the eDemocracy 
conference organised on 10-11 
December in Athens. 

“The challenge for policy 
makers is to achieve a 
balanced approach towards 
privacy, with the least adverse 
impact on citizens’ interests 
and industry business”

said Udo Helmbrecht, Executive Director 
of ENISA, at the European Parliament 
high-level conference. The conference 
was jointly organised by the Civil 
Liberties Committee (LIBE) and the 
Luxemburg Presidency of the Council of 
the EU, co-chaired by the IMCO and 
ITRE Committees. Participants debated 
the protection of online privacy, by 
enhancing IT security and strengthening 
EU IT capabilities. 
 
 
 
 
 
 
 
 
 

Latest News from ENISA continued...

ENISA ‘train the trainer 
programme’ video
ENISA has launched an 
overview video on ENISA’s 
trainings and the 
‘train the trainer programme’.

See the video at: 
https://www.youtube.com/watch?v=728J2Gwrgq0  

For more information visit: 
https://www.enisa.europa.eu/activities/cert/training/training-resources

© @ European Union 2015 
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ENISA launched tenders  
to start implementation of the  
Work Programme 2016 
CALLS FOR TENDER

Supporting activities in the area of electronic identification 
and trust services

Framework Contracts with ‘Re-opening of Competition’ - 
maximum budget 5240,000 over 3 years

Deadline: 
Jan 14, 2016 

ENISA seeks to contract the services of a 
minimum of two (2) and maximum of four 
(4) service providers which can provide 
support in the field of electronic identification 
and trust services. The successful bidders 
should be able to demonstrate significant 
experience and skills in this field, with 
emphasis on the aspects dealt with in the 
annual ENISA Work Programme.
This tender is also available via the TED 
eTendering platform which publishes tenders 
for European Institutions and bodies. Please 
follow this link: https://etendering.ted.europa.
eu/cft/cft-display.html?cftId=1177

Public affairs and audio-visual scenario material for 
ENISA’s cyber exercises 

Service Contracts: Lot 1 - maximum budget of 560.000,00 
and Lot 2 - maximum budget of 540.000,00

Deadline: 
Jan 28, 2016 

LOT 1: Exercise scenario audio-visual material 
development. The goal of this project is to 
develop exercise scenario visual material which 
will support the story-telling of Cyber Europe 
2016 across the exercise.

LOT 2: Media and public affairs scenarios 
support before and during the exercise 
execution. The goal of this project is to support 
ENISA in developing specific scenarios and 
injects simulating media pressure during the 
different phases of the exercise.

This tender will also be available from 
20/12/2015 via the TED eTendering platform 
which publishes tenders for the European 
Institutions and bodies. Please follow this 
link: https://etendering.ted.europa.eu/cft/cft-
display.html?cftId=1212

Towards a Digital Single Market for NIS products 
and services 

Service Contract with a maximum budget of 550.000,00

Deadline: 
Jan 20, 2016  

The objectives of this project are the 
following: - Understand the current market 
of NIS Products and Services and selected 
areas of application in the EU MS and 
EFTA nations. The focus will emphasize the 
European Market, even in the case where 
NIS Products and Services are from non-EU 
providers. - Identify 5 NIS sectors where EU 
players have certain market advantage over 
non-EU players and analyse the reasons 
for this. Also the study will identify 5 sectors 
where EU players do not have a significant 
advantage and will assess the reasons for 
it. - Drawing from the lessons learnt from the 
previous tasks propose recommendations 
to EC and Member States in order to enable 
NIS Products and Services to benefit from the 
Digital Single Market.

This tender is also available via the TED 
eTendering platform which publishes tenders 
for the European Institutions and bodies. 
Please follow this link: https://etendering.ted.
europa.eu/cft/cft-display.html?cftId=1186

Also, for the Work Programme 2016 multiple 
framework contracts with reopening of competition 
signed in previous years will again be used.

In December 2015 two reopening competitions containing 
5 projects have been launched (1) for deliverbales in the 
area of smart Infrastructures, in total 195000, 00 EUR; 
(2) for supporting critical information infrastructures 
protections and ICS-SCADA security activities, in total EUR 
90000, 00 EUR.

Another open tenders are planned for launch by the end 
2015. Please visit the procurement page on ENISA website 
for the most up to date information https://www.enisa.
europa.eu/procurement
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Deliverable Status 

SO1 – �To develop and maintain a high level of expertise of EU actors taking into account evolutions in Network & Information Security (NIS)

WPK 1.1 – NIS Threats Analysis

D1 Annual Threat Analysis/Landscape Report (Q4/2015) “ETL 2015” 
https://www.enisa.europa.eu/activities/risk-management/evolving-threat-
environment/enisa-threat-landscape/etl2015 

D2 Risk Assessment on two emerging technology/
application areas (Q4/2015)

1) ��“Big data Threat landscape”
https://www.enisa.europa.eu/activities/risk-management/evolving-threat-
environment/enisa-thematic-landscapes/bigdata-threat-landscape
2) �“SDN Threat landscape”
https://www.enisa.europa.eu/activities/risk-management/evolving-threat-
environment/enisa-thematic-landscapes/sdn-threat-landscape 

WPK 1.2 – Improving the Protection of Critical Information Infrastructures

D1 Stock Taking, Analysis and Recommendations on the 
protection of CIIs (Q3/2015)

1) ��“CIIP Governance in the European Union Member States” 
[restricted report]

2) ��“Stocktaking, Analysis and Recommendations on the Protection of CIIs”
https://www.enisa.europa.eu/activities/Resilience-and-CIIP/critical-infrastructure-
and-services/stocktaking-analysis-and-recommendations-on-the-protection- 
of-ciis

D2 Methodology for the identification of Critical 
Communication Networks, Links, and Components 
(Q4/2015)

“Methodology for the identification of Critical Communication Networks, Links, 
and Components” 
https://www.enisa.europa.eu/activities/Resilience-and-CIIP/critical-infrastructure-
and-services/communication-network-interdependencies-in-smart-grids/

D3 Analysis of ICS-SCADA Cyber Security of Devices in 
Critical Sectors (Q4/2015)

“Analysis of ICS-SCADA Cyber Security Maturity Levels in Critical Sectors” 
https://www.enisa.europa.eu/activities/Resilience-and-CIIP/critical-infrastructure-
and-services/scada-industrial-control-systems/maturity-levels

D4 Recommendations and Good Practices for the use 
of Cloud Computing in the area of Finance Sector 
(Q4/2015)

“Secure Use of Cloud Computing in the Finance Sector. Good practices and 
recommendations” 
https://www.enisa.europa.eu/activities/Resilience-and-CIIP/cloud-computing/
cloud-in-finance

D5 Good Practices and Recommendations on resilience 
and security of eHealth Infrastructures and Services 
(Q4/2015)

1) ��“Security and Resilience in eHealth. Security Challenges and Risks”
https://www.enisa.europa.eu/activities/Resilience-and-CIIP/critical-infrastructure-
and-services/ehealth_sec/security-and-resilience-in-ehealth-infrastructures-and-
services 
2) ��“Security and Resilience in eHealth. Annex A: Countries’ Report” 

[restricted report]

WPK 1.3 – Securing emerging Technologies and Services

D1 Good Practices and Recommendations on the Security 
and Resilience of Intelligent transportation systems 
(Q4/2015)

1) ��“Cyber Security and Resilience of Intelligent Public Transport. Good practices 
and recommendations”

https://www.enisa.europa.eu/activities/Resilience-and-CIIP/smart-infrastructures/
intelligent-public-transport/good-practices-recommendations 

2) ��“Cyber security for Smart Cities. An architecture model for public transport”
https://www.enisa.europa.eu/activities/Resilience-and-CIIP/smart-infrastructures/
intelligent-public-transport/smart-cities-architecture-model 

D2 Good Practices and Recommendations on the Security 
and Resilience of Big Data Services (Q4/2015)

“Big Data Security. Good Practices and Recommendations on the Security of Big 
Data Systems”
https://www.enisa.europa.eu/activities/Resilience-and-CIIP/cloud-computing/big-
data-security/ 

D3 Good Practices and Recommendations on the Security 
and Resilience of Smart Home Environments (Q4/2015)

“Security and Resilience of Smart Home Environments. Good practices and 
recommendations” 
https://www.enisa.europa.eu/activities/Resilience-and-CIIP/smart-infrastructures/
smart-homes/security-resilience-good-practices

WPK 1.4 – Short- and mid-term sharing of information regarding issues in NIS

D1 Establish necessary procedures, workflows, tools, etc. 
to enable ENISA to carry out the Info Notes service 
(Q2/2015)

Internal procedures are well defined and applied in practice

D2 Info Notes on a specific NIS issue (ongoing service with 
pilot from Q2/2014; conclusions on first year of activity 
in Q4/2015)

[Available upon request]

A list of ENISA’s 2015 work programme publications
The following table presents links to the ENISA Work Programme 2015 deliverables
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SO2 – To assist the Member States and the Commission in enhancing capacity building throughout the EU

WPK 2.1. – Assist in public sector capacity building

D1 Support and Advise Member States on the 
establishment and evaluation of National Cyber Security 
Strategies (NCSS) (Q4/2015)

workshop done in September 2015
https://www.enisa.europa.eu/activities/Resilience-and-CIIP/workshops-1/2015/
cyber-security-strategies-critical-information-infrastructures-protection-and-ics-
scada-event

D2 Assistance in National CERTS training and education 
(ongoing)

Article 14 requests

D3 Maintaining CERT good practice and training library 
(Q4/2015)

1) ��“Mobile Threats Incident Handling. Handbook, Document for teachers”
https://www.enisa.europa.eu/activities/cert/training/training-resources/
documents/mobile-threats-incident-handling-part-ii-handbook-document-for-
teachers 
2) ��“Introduction to advanced artefact analysis. Handbook, Document for teachers”
https://www.enisa.europa.eu/activities/cert/training/training-resources/
documents/introduction-to-advanced-artefact-analysis.pdf 
3) ��“Advanced dynamic analysis. HANDBOOK, DOCUMENT FOR TEACHERS”
https://www.enisa.europa.eu/activities/cert/training/training-resources/
documents/dynamic-analysis-of-artefacts-handbook.pdf 
4) ��“Advanced static analysis. Handbook, Document for teachers”
https://www.enisa.europa.eu/activities/cert/training/training-resources/
documents/static-analysis-of-artefacts-handbook.pdf 

D4 Building upon the evaluation update ENISA’s methods 
in CERT capacity building and propose a roadmap 
(Q4/2015)

“Good Practice Guide on Vulnerability Disclosure. From challenges 
to recommendations”
https://www.enisa.europa.eu/activities/cert/support/vulnerability-disclosure/ 

D5 Impact evaluation on the usefulness of the ENISA 
guidelines on capacity building. (Q4/2015) 

“Leading the way. ENISA’s CSIRT-related capacity building activities. Impact 
Analysis – Update 2015” 
https://www.enisa.europa.eu/activities/cert/other-work/leading-the-way-enisa-s-
impact-in-operational-security

WPK 2.2. Assist in private sector capacity building

D1 ENISA report “Status of Privacy and Network and 
Information Security course curricula in MSs” (Q4 2015)

“Status of privacy and NIS course curricula in Member States” 
https://www.enisa.europa.eu/activities/stakeholder-relations/nis-brokerage-1/
status-of-privacy-and-nis-course-curricula-in-eu-member-states

D2 Further development of ENISA application “NIS self-
assessment” (dissemination material, Q4 2015)

“Cyber Security Month NIS quiz”
(available on https://cybersecuritymonth.eu/ )

D3 On-request support for MS decision making (Q4/2015) Article 14 requests.

WPK 2.3. – Assist in improving awareness of the general public

D1 Provide guidance and support for European Cyber-
Security Month (dissemination material, Q4 2015)

1) Website: https://cybersecuritymonth.eu/
2) ��“The European Cyber Security Month 2015. Deployment report”
https://www.enisa.europa.eu/activities/stakeholder-relations/nis-brokerage-1/
european-cyber-security-month-advocacy-campaign/2015/ecsm15-deployment-
report 

D2 Basic Cyber hygiene: guidelines for recognizing and 
using trustworthy security and privacy products for the 
general public (Q4/2015)

“Online privacy tools for the general public. Towards a methodology for the 
evaluation of PETs for internet & mobile users.” 
https://www.enisa.europa.eu/activities/identity-and-trust/library/deliverables/
basic-cyber-hygiene 

SO3 – �To assist the Member States and the Commission in developing and implementing the policies necessary to meet the legal and 
regulatory requirements of Network and Information Security

WPK 3.1. – Provide information and advice to support policy development

D1 Analysis of standards related to eID and/or TSPs 
(Report, Q4 2015)

“Analysis of standards related to Trust Service Providers. Mapping of 
requirements of eIDAS to existing standards” 
https://www.enisa.europa.eu/activities/identity-and-trust/library/deliverables/
tsp_standards_2015 

D2 Report analysing the terminology and definitions used 
by eIDAS and (including recommended technological 
means used by TSPs) 
(Report, Q4 2015

“Qualified Website Authentication Certificates. Promoting consumer trust in the 
website authentication market”
https://www.enisa.europa.eu/activities/identity-and-trust/library/deliverables/
qualified-website-authentication-certificates/ 

WPK 3.2. – Assist EU MS and Commission in the implementation of EU NIS regulations

D1 Analysis of Annual 2014 Incident Reports (report) 
(Q3/2015)

“Annual Incident Reports 2014. Analysis of Article 13a annual incident reports”
https://www.enisa.europa.eu/activities/Resilience-and-CIIP/Incidents-reporting/
annual-reports/annual-incident-reports-2014

D2 Recommendations on addressing root causes of 
specific incidents (report) (Q3/2015)

1) �“Guideline on Threats and Assets. Technical guidance on threats and assets 
in Article 13a”

https://www.enisa.europa.eu/activities/Resilience-and-CIIP/Incidents-reporting/
technical-guideline-on-threats-and-assets
2) ��“Security incidents indicators - measuring the impact of incidents affecting 

electronic communications”
https://www.enisa.europa.eu/activities/Resilience-and-CIIP/Incidents-reporting/
studies/security-incidents-indicators 
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D3 Guidelines on Minimum Security Measures for Trusted 
Service Providers (workshops, report) (Q4/2015)

[The deliverable has been postponed. The Amending Work programme 2015.]

D4 Impact assessment on the effectiveness of incident 
reporting schemes (e.g. Art13a and Art 4) (Q4/2015)

“Impact evaluation on the implementation of Article 13a incident reporting 
scheme within EU”
https://www.enisa.europa.eu/activities/Resilience-and-CIIP/Incidents-reporting/
studies/impact-evaluation-article13a

D5 Guidelines on Incident Reporting Scheme for Article 15 
(report, Q4 2015)

“Proposal for Article 19 Incident reporting. Proposal for an Incident reporting 
framework for eIDAS Article 19”
https://www.enisa.europa.eu/activities/Resilience-and-CIIP/Incidents-reporting/
article19/technical-guideline-for-incident-reporting

WPK 3.3. – Assist EU MS and Commission in the implementation of NIS measures of EU data protection regulation

D1 Readiness analysis for the adoption and evolution of 
privacy enhancing technologies (Q4 2015)

“Readiness Analysis for the Adoption and Evolution of Privacy Enhancing 
Technologies. Methodology, Pilot Assessment, and Continuity Plan”
https://www.enisa.europa.eu/activities/identity-and-trust/library/deliverables/pets

D2 Building blocks for PETs update (Q4 2015) [restricted report]

D3 Annual Privacy Forum 2015, APF’2015 (Q4 2015) Organised on 7- 8 October 2015, in Luxembourg http://privacyforum.eu

D4 State-of-the-art analysis of data protection in big data 
architectures (Q4 2015)

“Privacy by design in big data. An overview of privacy enhancing technologies in 
the era of big data analytics”
https://www.enisa.europa.eu/activities/identity-and-trust/library/deliverables/big-
data-protection 

D5 2015 edition of the annual report on ‘Indicative list of 
appropriate cryptographic protection measures’ 
(Q4 2015)

“2015 Algorithms, Key Sizes and Parameters Report” 
[restricted report]

WPK 3.4 – R&D, Innovation & Standardisation

D1 Good Practice Guide for aligning Policy, Industry and 
Research (Q4/2015)

“Governance framework of the European standardisation. Aligning Policy, 
Industry and Research”
https://www.enisa.europa.eu/activities/identity-and-trust/library/deliverables/
policy-industry-research

D2 Standardisation Gaps in Cyber Security (Q4/2015) “Definition of Cybersecurity. Gaps and overlaps in standardisation”
https://www.enisa.europa.eu/activities/identity-and-trust/library/deliverables/
standardisation-gaps-in-cybersecurity

D3 Guide to standardisation for the SME Community 
(Q4/2015)

1) ��“Information security and privacy standards for SMEs. Recommendations to 
improve the adoption of information security and privacy standards in small 
and medium enterprises”

https://www.enisa.europa.eu/activities/identity-and-trust/library/deliverables/
standardisation-for-smes 
2) ��“Cloud Security guide for SME’s. computing security risks and opportunities 

for SMEs”
https://www.enisa.europa.eu/activities/Resilience-and-CIIP/cloud-computing/
security-for-smes/cloud-security-guide-for-smes

SO4 – To enhance cooperation both between the Member States of the EU and between related NIS communities

WPK 4.1. – Support for EU cooperation initiatives amongst NIS –related communities in the context of the EU CSS

D1 Develop and provide guidance based on best 
practice for cooperation between key stakeholder 
communities (Trust building for and reaching out to 
new communities) (CERTs, CIIP community, Law 
Enforcement, Financial Services; Data Protection, etc.) 
(Q4/2015)

1) ��“Information sharing and common taxonomies between CSIRTs and Law 
Enforcement”

https://www.enisa.europa.eu/activities/cert/support/fight-against-cybercrime/
information-sharing-and-common-taxonomies-between-csirts-and-law-
enforcement 
2) ��“CSIRT Capabilities. How to assess maturity? Guidelines for national and 

governmental CSIRTs”
https://www.enisa.europa.eu/activities/cert/support/baseline-capabilities/csirt-
capabilities/ 
3) �“Inventory of CERT activities in Europe”
https://www.enisa.europa.eu/activities/cert/background/inv/files/inventory-of-cert-
activities-in-europe

D2 Identify practices of Member States in addressing 
different sector regulation challenges of managing 
cyber security issues (Q4/2015)

“Cyber Security Information Sharing: An Overview of Regulatory and Non-
regulatory Approaches”
https://www.enisa.europa.eu/activities/cert/support/information-sharing/
cybersecurity-information-sharing   

WPK 4.2. – European cyber crisis cooperation through exercises

D1 Evaluation Analysis and Actions from CE2014 (restricted 
report, Q2 2015)

“ENISA CE2014 After Action Report”
https://www.enisa.europa.eu/activities/Resilience-and-CIIP/cyber-crisis-
cooperation/cce/cyber-europe/ce2014/ce2014-after-action-report

D2 Pan European Cyber Exercises Plan: CE2016 (restricted 
report, Q4 2015)

[restricted report]

D3 EU-US Cybersecurity Exercise after-action Report[2] 
(public/restricted report, Q2 2015)

[restricted report]

D4 Evaluation and recommendations for improved 
communication procedures between EU MSs (public/
restricted report, Q4 2015)

“Common practices of EU-level crisis management and applicability to cyber 
crises” 
https://www.enisa.europa.eu/activities/Resilience-and-CIIP/cyber-crisis-
cooperation/nis-cooperation-plans/ccc-management/eu-level-crisis-man/   
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